LCS’ Enterprise Software or Information Systems:   
Proposal Review & Preparation Process
 
Background:   Consistent with School Board policy (8.01 (6-8)) “Software programs and applications installed or used on district or site networks shall meet district standards and guidelines in order to ensure acceptable compatibility, integration, and security of data and systems.”   Also, “Provision for major automated systems maintenance and improvements shall be made as part of the long-range and annual budget/planning process; involving capital, general, and special fund options.  T&IS (the school district’s Technology & Information Services office), in working with the respective program administrators and users, shall maintain standards, and make improvement plans and recommendations (F-10, 13.).”   
 
Review Process:  The following outlines the steps and particular procedures relating to the review of major enterprise software or information systems – meaning products or applications – EXTERNAL, third-party OR  INTERNAL products/projects - that require or impact the district network infrastructure, which involve the exchange or collection and maintenance of data, and are intended to continue at multiple sites for multiple years.   
 
Once a program or project manager* is identified and has approval from their respective supervisor to proceed with a contract or purchase proposal, there are four steps:
 
Step 1:  Must have written approval (e.g. email) and sponsorship by the administrative area Executive Director, and a designated project manager who is responsible for communications with district staff, the vendor, and who is responsible for the project.  If instructional software – the proposed software must have prior approval by the Instructional Software Review Committee (contact Adriane Peters).   
 
Step 2:  A Technical and Support Requirements Agreement that clarifies source code ownership, data exchange and update requirements, security, technical support and service requirements from the vendor (contact Dale Joiner);  
 
Step 3:  Approval of the proposal (including all anticipated costs and funding requirements for a period of at least 3-5 years) by the respective Executive Director, and by the Support Team.    
 
Step 4:  Purchasing, Finance, and T&IS in the form of a signed School Board agenda item proposal – prior to submittal to the Support Team for School Board approval if a purchase or significant resources commitments are involved – according to district policy guidelines.
 
Step 5:   Any product or newly-developed project will be installed and tested to perform consistent with understood product functionality and with acceptable performance under user load – prior to full deployment or payment from the school district.    
 
Listed below are further details on each of the steps listed above…
 
a)       If this is an instructional software product or service, the proposed software should have prior approval from the district’s Instructional Software Review Committee.    For specific procedures see:  http://intech.leon.k12.fl.us/Software%20selection%20process.pdf  
 
b)      If the proposal is an enterprise software or information system (a major system involving technical infrastructure, data, or communications support – and one that is expected to run for multiple years) a Technical and Support Requirements survey is necessary.    This survey covers the hardware, software, data, and communications requirements for the product (as well as some other items such as who owns the code, licensing, and continuing technical software upgrade support).  This process results in a written agreement between the vendor and the school district - that accompanies the purchase order or contract – also specifying technical, product, system and user support costs.  This process, depending upon how quickly the vendor and staff can clarify the requirements can take from one to four weeks to complete.  See below for a copy of the Technical and Data Requirements Survey.
 
c)      The proposed software should have prior approval from the district’s Technology Advisory Committee, and the respective Executive Director – before the item is recommended for consideration by the Support Team.    If the transmission or external storage of personally identifiable, confidential student information is involved a formal Leon County Schools’ Data Security agreement is also required.
 
d)      All major software system purchases require formal Support Team and School Board approval.  This should occur consistent with the completion of a review and consideration by program, technical, and purchasing areas to ensure that adequate planning has occurred and that the necessary resources have been provisioned for a successful implementation, and the continued support of that implementation.   
 
Following is a copy of the Vendor Technical & Data Requirements Survey.
 
[image: image1]
PRODUCT technical and data requirements survey  -
 

This survey is intended to help expedite our discussions to determine the technical and data requirements for the use of this product in Leon County.   The following outline is provided in preparation for a follow-up discussion with you and appropriate technical support managers relating to Edulog.    
 
We (usually Bill Piotrowski or Dale Joiner) will work with you to complete this initial survey, and then we can set-up a conference call or meeting to clarify and finalize the particular items for the purposes of preparing the contract or purchase order proposal.    Dale Joiner (joinerd@leon.k12.fl.us ; 850/487-7530) will be the technical manager that will initially work with you and route any other particular questions or issues as these need clarification or resolution.
 

We look forward to working with you in the evaluation and implementation planning for this product.

 

Sincerely,

 

Bill Piotrowski

Executive Director, Technology & Information Services

Leon District Schools

850/487-7530      piotrowskiw@leon.k12.fl.us
 

 Technical, Security, Technical & User Support Requirements -
 Product Name:    _EDULOG (transportation support software__
 
I.  Intended Use:
 
a. Who is the Leon District Schools’ administrator responsible for this program/project:  Michael Moore

b. Who are the product contacts for TECHNICAL information:  
Keith Fichtner of Edulog.

c. What is the intended software use & purpose:   
d. Which schools and populations (teachers, staff, students) are intended to use this product – initially and anticipated further user/sites within the next three years:   
 
II.  Software & User Support:
 
a.  Software installation and on-site confirmation that all functions work and perform properly    
b.   What is the recommended user and manager training for the software?  Initially and in terms of options for future training as needed 
Ten days of on-site training for both system operators and managers and unlimited further training through the Internet for the first year. Refresher or new user training is available at any time after the first year—we recommend that the Leon County Schools budget for attendance at the annual three day Edulog National Users Conference, where intensive training is offered at a greatly reduced fee.

c.   Continuing software upgrades:  options for software upgrades and maintenance being installed and maintained by the vendor?   What testing is advisable prior to installing upgrades or new releases?

The Edulog recommendation is that software upgrades and patches be placed on a separate server (or at least in a separate program/data area) from the production version and then tested for three-four days before system-wide implementation. However, many Edulog clients install new upgrades and patches immediately on the production server without testing by the client—and without problems. If the ASP option is selected, this testing process by the client is not applicable.

e.   Operational system recovery - i.e., restoration of the system to operational order from back-up is necessary (the school district will do back-ups as prescribed; this refers to operational system recovery in the case of disaster or major equipment or communications system failure)?  
 

In the case of a disaster or a major hardware or communications failure, Edulog will assist the district with system restoration, although the restoration would only be as complete and/or accurate as the information stored either at the district or at Edulog headquarters. If the ASP option is selected, all disaster recovery and back-up responsibilities would be Edulog’s.

III.  Software and Data Compatibility and Continuity:
 
a.       Compatibility:   What ancillary products does the software require or utilize?  i.e. does the software use Microsoft Office, SQL datafiles, Microsoft ADS authentication, IE/SharePoint – for reports, documents, files production and distribution?   If courseware is included, is it SCORM conformant?

No ancillary products are required with the proposed system, although FoxPro is used for the creation of reports. Files created by the Edulog system can be exported to Microsoft Office, and a future release of the Edulog system will use MS SQL.

b. Source Code Ownership and update/revision responsibility: 

Source code is updated by Edulog and stored in a secure location. Although an escrow arrangement for the source code is not proposed by Edulog, that could be provided to the Leon County Schools for additional fees.

c.     
Are the data elements collected or reported from the system compatible with applicable federal or Florida state reporting or audit requirements (DOE, CIPA, FERPA, NCLB…)?   Does the system provide DOE required data reporting formats and error/edits necessary for orderly reporting and updates to the Florida DOE?   

The Edulog system can store and report on the items necessary for the DOE transportation funding report (schools, buses, miles traveled, passenger head counts).

d.
What data (i.e. user, student, facility, site data), in what format, are required by the software?   

Geographic information such as street names, address ranges, boundaries, etc. is required, and that would most probably be transferred to the Edulog system in an ESRI format. Student information is also required (name, identification number, residence address, school of attendance, grade, etc.), and this would be in ASCII format. The other required information concerns transportation (school bus numbers, bus stop locations, etc.) and schools (site location, grades served, bell times, etc.). Information for transportation and schools would be in ASCII format.

e. If student, staff, or teacher data are involved, how are data transferred for students/teachers/staff moving from one school to another, from one school year to the next?  Can the prior year’s data be rolled forward, or is each year independent, etc.  How are data archived, are archived data accessible for audit or historical study purposes?

If students move from one school to another (or leave the district) this information would be transferred in the nightly data download from the district’s SIS to the Edulog system (which can filter the data to accept only adds/changes/deletes). Student data from a previous year can be rolled forward and students automatically advanced a grade by the Edulog system (with manual override). Archived data is stored in simulation areas, and can always be retrieved for auditing or historical analysis—the only limitation to this archiving is the amount of data storage available.

f. Is it acceptable that the school district have a trial or test period of the full system installation, whereby at least 20% of the initial software payment is withheld pending satisfactory installation and operation confirmation?

Yes, it would be acceptable to withhold 20 percent of the payment pending a test completion.

g. Please list other Florida school districts (and contact information for each) who are using or who have also reviewed this product.
The following is a listing of Edulog clients in the state of Florida.

Alachua County Public Schools FL 

School Board of Manatee County FL 

St. Johns County School District FL 

Citrus County School Board FL 

Collier County Public Schools FL 

Hardee County School Board FL 

Monroe County School Board FL 

Broward County Public Schools FL 

Hillsborough County School District FL 

Pinellas County School Board FL 

Brevard County Public Schools FL 

Indian River County Public Schools FL 

Miami-Dade County Public Schools FL 

Osceola County School District FL 

Seminole County School Board FL

V.  User and Data Security:
 
a.  Does this require individual user passwords and authentication…   if so, how are the users entered into and maintained in the system; is this system automated to accept updates – as well as initial seeding - of user IDs and passwords from Microsoft’s Active Directory Services?

The Edulog system uses Active Directory to main access to the software and its databases.

Edulog system security administration is through the use of user IDs and passwords which are assigned by the system administrator. Security is at the module level and the permission levels are: no access to that module; view all functions in the module but no alterations or postings allowed; and full read/write permission.

· The Edulog system does not revoke a user ID for entering incorrect passwords.

· The system administrator may revoke the user ID at any time.

· Because only the system administrator may issue user IDs and passwords, district-defined password requirement regarding length and characters may be applied.

· Because the system administrator issues user IDs and passwords, a protocol for requiring new passwords could be established, and e-mail communication would notify users of impending changes. The Edulog system, however, does not automate the password change process.

· Because the system administrator issues user IDs and passwords, h/she can require new passwords different from those used previously.

· Users cannot change their Edulog system passwords, only the system administrator can do this.

Access to user IDs and passwords is restricted to the system administrator.

Users not authorized to access certain modules will see that function “grayed-out” on the screen.

b.  Does this system utilize personally identifiable, confidential data or data files?  If so, what is done to secure access to these data, files, screens, or reports? (e.g. user authentication and maintenance; encryption, file/folder protection)?   Are confidential data transferred within LCS’, outside of LCS’?…  if so, describe.

Yes, confidential data is stored for student information. Edulog is firmly committed to protecting the security, integrity, and  confidentiality of all student information it may have access to during the implementation of a system or the continued support of such a system. The following is our firm’s policy on student privacy:

In the performance of services to a Client School Board or School District (CLIENT), Education Logistics, Inc. (EDULOG) may have access to or receive certain information that is not generally known to others including but not limited to personally identifiable student or health information (“Confidential Information”). Such information will be used or disclosed only in accordance with the privacy regulation issued pursuant to the Family Educational Rights and Privacy Act (FERPA) and the Health Insurance Portability and Accountability Act (HIPAA), or pursuant to more stringent provisions of the laws of the state in which the services are performed. 

The Confidential Information and any related information created or received from or on behalf of the CLIENT will remain the property of the CLIENT. EDULOG does not acquire any title in or rights to the information, including any de-identified information.

EDULOG will not request, use or release more than the minimum amount of Confidential Information necessary to accomplish the purpose of the use, disclosure or request.

EDULOG will not receive, create, use or disclose Confidential Information except in accordance with applicable requirements and as follows:

a. For the performance of services as described in the agreement between EDULOG and the CLIENT who will be disclosing the student information.

b. If necessary for proper management and administration or to carry out legal responsibilities of EDULOG. The Confidential Information will only be disclosed to another person/entity for such purposes if:

· Disclosure is required by law; or

· Where EDULOG obtains reasonable assurances from the person to whom disclosure is made that the Confidential Information will be held confidentially, and only will be used or further disclosed as required by law or for the purposes of the disclosure; and

· The person/entity agrees to notify EDULOG of any breaches of confidentiality.

c. To permit EDULOG to provide data aggregation services relating to the operations of the CLIENT disclosing the information.

In the event that EDULOG is presented with a request for documents by any administrative agency or with a subpoena duces tucem regarding any Confidential Information which may be in EDULOG’s possession, EDULOG will immediately give notice to the CLIENT and its General Counsel with the understanding that the CLIENT shall have the opportunity to contest such process by any means available prior to submission of any documents to a court or other third party. EDULOG will not be obligated to withhold delivery of documents beyond the time ordered by a court of law or administrative agency, unless the request for production or subpoena is quashed or withdrawn, or the time to produce is otherwise extended. 

EDULOG will implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic Confidential Information that it creates, receives, maintains, or transmits on behalf of the CLIENT.

EDULOG will report to the CLIENT any security incident of which it becomes aware as required by law. Security Incident means the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.

EDULOG shall ensure that all of its personnel, subcontractors and agents are bound by the same restrictions and obligations contained herein whenever Confidential Information is made accessible to such personnel, subcontractors or agents, and shall give prior notice to the CLIENT of any subcontractors or agents who are to be given access to the Confidential Information. Any agent or subcontractor to whom EDULOG provides such information will be required to implement reasonable and appropriate safeguards to protect electronic Confidential Information.

EDULOG will make its internal practices, books and records relating to the use or disclosure of information received from or on behalf of the CLIENT available to government officials for purposes of determining the CLIENT’s compliance with the privacy regulations, and any amendments thereto.

Upon termination of any agreement or contract to which this Student Privacy Policy applies, EDULOG will, at the option of the CLIENT, return or destroy all Confidential Information created or received from or on behalf of the CLIENT. EDULOG will not retain any copies of Confidential Information except as required by law. If return or destruction of all personally identifiable information is not feasible, EDULOG will extend the protections set forth in applicable requirements to such information for as long as it is maintained.

Note:  If this system involves outside personnel or systems accessing or transmitting confidential student or staff information, it will be necessary to have a signed External Agency Responsibility Agreement regarding Leon District Schools Student and Staff Data System Security.   Bill Piotrowski or Judy Knerr is the contact for this agreement (piotrowskiw@leon.k12.fl.us or knerrj@leon.k12.fl.us )
 

  VI.              System Requirements:
 
· Hardware:  

user workstations, 
If the ASP option is selected, the only requirement for the workstation is that it have Internet access and a web browser. For a district-hosted application, the following is a recommended workstation configuration:

· Windows-compatible processor of at least 2 GHz

· Microsoft Windows XP Professional with Service Pack 2 (highly recommended)—or Windows Vista Business, Enterprise, or Ultimate edition. We strongly recommend that clients keep their computers patched to the highest level available from Microsoft.

· 256 MB RAM per workstation is required. We recommend 512 MB of RAM for Windows XP, 
1 GB RAM for Windows Vista.

· 2.0 GB fixed drive storage capacity in addition to the amount required for the Windows operating system and other installed software (we recommend at least 3.0 GB of disk storage for districts using raster map images, which require considerable disk space)

· Super VGA color monitor (we recommend 15" or larger) and display card capable of displaying at least 16-bit color depth at 1024x768 resolution.

· Network Interface Card suitable for the workstation

· Keyboard and mouse

· TCP/IP network protocol and Client for Microsoft Networks (must be installed for Edulog.nt to run)

· CD-ROM drive or DVD-ROM drive available locally or through the network

For districts connecting to their Edulog.nt server through WAN connections, we may recommend that the district use Terminal Services (depending on the speed of these connections). Terminal Services requires a Terminal Services Client Access License for each computer that will connect through Terminal Services. If you are considering Terminal Services, we recommend that you contact your Microsoft Licensing specialist and Edulog’s hardware consulting group.

servers – need for primary and back-up servers, will this application run on VMware/blade servers; server specs:   CPU, memory, etc.
If the Edulog ASP option is selected, there is no requirement for a server. If the district-hosted application is selected, we recommend one server for the routing and scheduling system, one server for the EduTracker AVL/GPS application, and a third server for the WebQuery system. The following is a recommended server configuration chosen by another Edulog client similar in size to the Leon County Schools:

One dual core server:


Configurable-HP ProLiant BL480c server blade


HP ProLiant BL480c server blade


Part No. 404707-B21


Dual Core Intel® Xeon® 5150 


Part No. 416672-L21



(2.66GHz, 1333 FSB) Processor


HP 4GB Fully buffered DIMM


Part No. 397411-4GB



PC2-5300 4X1GB Memory


Storage Controller


Embedded Smart Array P400i


SAS Array Controller


Network Card


4 Embedded Ethernet Ports


256MB cache upgrade

Part No. 405139-B21


Server Management


Integrated Lights-Out (iLO2) Management (integrated on motherboard)

Three two-dual core processor servers:


Configurable-HP Proliant BL480c server blade


HP ProLiant BL480c server blade

Part No. 404707-B21


Dual Core Intel® Xeon® 5150

Part No. 416672-L21



(2.66GHz, 1333 FSB) Processor


Dual Core Intel® Xeon® 5150

Part No. 416672-B21



(2.66GHz, 1333 FSB) Processor


HP 4GB Fully Buffered DIMM
Part No. 397411-4GB



PC2-5300 4X1GB Memory


Storage Controller


Embedded Smart Array P400i


SAS Array Controller


Network Card


4 Embedded Ethernet Ports


256MB cache upgrade
Part No. 405139-B21


Server Management


Integrated Lights-Out (iLO2) Management (integrated on motherboard)

ancillary and optional equipment… central and site-based; 
recommended (not minimum) specifications for each:  Windows OS; SQL Server; CORBA:  centralized data server or back-up specs.  

We recommend that the central site have at least one large scale color plotter. Each site should also have access to a laser printer (color preferred). The main servers should have a tape back-up system.

a. Software:  is the software compatible with both Windows and Macintosh browsers? What are the software requirements… space, ancillary software for servers or workstations?

If the ASP option is selected, all of the proposed software is compatible with both Windows and Macintosh browsers. If a district-hosted system is selected, only the EduTracker AVL/GPS/Student tracking and the WebQuery applications are compatible with Macintosh browsers—the other offered products are client/server for Windows platforms only.

For the client/server workstations, the software requirements are:

· Windows XP Professional with Service Pack 2 (highly recommended). We strongly recommend that clients keep their computers patched to the highest level available from Microsoft.

· TCP/IP network protocol and Client for Microsoft Networks (must be installed for Edulog.nt to run)

For a district-hosted server of the SQL version of Edulog, the requirements are:

The SQL-based version of Edulog.nt will require Microsoft SQL Server 2005 to be installed either on the Edulog server, or on a separate server. In doing so, it should be noted that Edulog does not support earlier versions of SQL Server. If the SQL 2005 server is separate from the Edulog system server, it will need to meet the requirements set forth by Microsoft on its web site. If the SQL Server is on the same server as Edulog.nt, then the server will need to meet the combined requirements of both products—particularly with respect to RAM and hard drive space.

At the time of this writing, the Microsoft requirements for the various versions of SQL Server 2005 are available at http://www.microsoft.com/sql/prodinfo/sysreqs/default.mspx. If that location changes, just go to www.microsoft.com and search for “SQL Server 2005 requirements.”

The dedicated server should be configured as follows:

· 4 (Four) Intel Xeon processors w/ 2.7 GHz CPUs or faster and 2.0 MB cache

· 4.0 GB RAM

· SCSI RAID 10 disk controller and a minimum of 500.0 GB storage space for the transportation/planning server

· Super VGA color monitor (we recommend 15" or larger) and display card able to display at least 32 bit color at 1024x768 resolution.

· Keyboard and mouse

· Microsoft Windows 2003 Enterprise Server software with a separate user license per workstation

· CD-ROM drive or DVD-ROM drive 

· A printer with drivers compatible with your operating system

· Data transfer method compatible with Edulog—options include CD, ZIP or FTP. If you choose an alternate method, please call us to inquire about compatibility. 

· An Internet connection to the server. 

· Network Interface Card(s) appropriate for the server and the installed network

· TCP/IP network protocol (must be installed for Edulog.nt to run)

The Windows 2003 Server software has all of the necessary communications capabilities. If the district is using Terminal Services on its server, Edulog staff can connect with a Terminal Services client in 128-bit encrypted mode.

For the EduTracker server, the requirements are:

The dedicated server for EduTracker should have the following specifications or better:

· 4 (Four) Intel Xeon processors w/ 2.8 GHz CPUs or faster and 2.0 MB cache

· 4.0 GB RAM

· SCSI RAID  disk controller and a minimum of 1.2 TB available fixed drive storage space.

· Video display card able to display at least 24 bit color at 1024x768 resolution.

· KVM switch, or Keyboard, mouse and Super VGA color monitor (we recommend 15" or larger)  

· Microsoft Windows 2003 Enterprise Server software with a separate user Terminal Services and server client licenses per workstation which will use Remote Desktop Protocol to access this server. If clients will use web browsers to access EduTracker, you may not need additional licenses.

· Microsoft SQL sever 2000 or 2005 and licenses for each user.

· CD-ROM drive or DVD-ROM drive (minimum 16x speed) or ability to access network sharepoints to read from/write to storage media.

· A printer with drivers compatible with your operating system

· Data transfer method compatible with Edulog—options include CD, ZIP or FTP. If you choose an alternate method, please call us to inquire about compatibility. 

· High speed Internet access

· Network Interface Card(s) appropriate for the server and the installed network

b.      Data imports and exports, retentions… frequency, file formats, amount of storage required… 

The Edulog.nt system is both ODBC and SIF compliant and can exchange information with a variety of other applications with ODBC and/or SIF capabilities. Edulog.nt’s use of ODBC and OLE links allow us to create effective interfaces between the Edulog system and other software systems (master student databases, financial and payroll programs, mandatory state re​ports, etc.). Information entered into the Edulog system can be seamlessly shared with or automatically update other applications—and vice versa. Using Microsoft’s ODBC (Open Data Base Connectivity) and OLE (Object Linking and Embedding) functions, operators processing a bus run can examine contractor or funding information, bus stop information can automatically be passed to the client’s master student database, or accumulated costs stored in the optional Edulog accounting system can be used in spreadsheets to create sophisticated financial forecasting models.

After the initial downloading of student data, Edulog provides a means to automatically update the user database periodically to add new students and delete or inactivate withdrawn students.PRIVATE 

One of the more powerful features of the Edulog system is the ability to perform periodic student updates from a master database already maintained by a separate system. This allows transportation and planning personnel to access the most current student data with​out having to keep track of changes in the database or repeat data entry functions already performed by others.

The first on-line test of the update procedure is typically conducted at the client during training. This ensures that client personnel can perform all the necessary operations and continue to update the student file independently of Edulog.

For periodic updates, the data may be downloaded to the Edulog system. The frequency of the periodic updates is established by the client based on the expected volume of changes. At some clients, the update procedure is conducted daily, while other clients prefer weekly or semi-monthly intervals. The downloaded records may consist of only records which are adds, changes, and/or deletes since the last update if the master data​base system has the capability to extract such records. Alternately, the down​load may contain the entire active student population. The Edulog implementation account man​ager is responsible for consulting with client DP staff to determine which methods are available and which one is most convenient and preferable in a given situation. Edulog internal control files are then set to accommodate the desired mode of operation.

The downloaded records to the Edulog system may consist of only records which are adds, changes, and/or deletes since the last update if the master database system has the capability to extract such records.

The downloaded records to the Edulog system may consist of only records which are adds, changes, and/or deletes since the last update if the master database system has the capability to extract such records. Unattended downloads of student information can be performed at timed intervals determined by the user. Reports can be automatically produced that notify the operator of students who cannot be matched against the geocode—and thus require manual intervention for stop and run assignment.

Edulog files can be saved in ASCII format. The Edulog system can export any ASCII text file and output any ASCII flat file for use with any spreadsheet, database, or word processing software the client prefers to use. In addition Edulog.nt includes the ability to transfer information to other compliant software programs through OLE and/or ODBC links. Edulog reports can also be exported in MS Word or Excel format and as .pdf files.

Custom record layouts for information interchange can be created and stored.

c.      Communications & Networking:   bandwidth, security; site-based, remote access requirements for vendor support and updates; email accounts… 

For districts connecting to their Edulog.nt server through WAN connections, depending on the speed of these connections, we may recommend that the district use Terminal Services. Terminal Services requires a Terminal Services Client Access License for each computer that will connect via Terminal Services. If you are considering Terminal Services, we recommend that you contact your Microsoft Licensing specialist and our Hardware Consulting group.

These specifications are based on our current requirements and are subject to change as we continue to develop the software. Please keep in mind that all hardware systems, subsystems, and peripherals need to be compatible with the Microsoft Windows version being used. Microsoft provides a listing of all certified hardware systems and subsystems for use with these operating systems.

Please consult your local system administrator or hardware consultant for recommended hard drive configurations and backup procedures and equipment. On-site network configuration and set-up assistance can be provided by Edulog’s hardware support staff at a daily fee rate, and assistance by telephone can be given for an hourly fee.

The following list describes the current methods that are in use for Edulog support or hardware consulting staff to connect remotely to a client’s Edulog server. These options are presented in an attempt to better to define the best method for performing remote support. We prefer to support clients through the Internet as opposed to a dial-up modem for reasons of both cost and performance (speed).

Terminal Services: Terminal Services may be used to connect remotely to a client running either client/server or terminal services for Edulog.nt. The server must be running Windows 2000 Server or Windows 2003 Server or greater. Terminal services must be installed on the server running in either Remote Administration mode (Client/Server) or Application Server Mode (Terminal Services). The server also needs to be available on the Internet and open to connections from IP address 208.32.7.2 through port 3389. The built-in RDP encryption feature lets administrators encrypt all or some of the RDP data transmitted between the Windows 2000 Server and Terminal Services Clients (including all Windows-based Terminals) at three different levels (low, medium, or high), depending on security needs. The default encryption level is medium, which provides bi-directional encryption between the server and the client using RSA Security’s RC4 encryption algorithm, using a 56-bit key (or a 40-bit key, if using a Terminal Server 4.0 client). Terminal Services also supports 128-bit bi-directional encryption, which is available if you install the Windows 2000 High Encryption Pack. 

pcAnywhere: pcAnywhere may be used through the Internet or directly through a dial up connection. When used through the Internet the Edulog server must be available on the Internet and open to connections form the IP address 208.32.7.2 through TCP Port 5631 and UDP Port 5632. 

VNC: VNC may be used through the Internet and is available to all clients as freeware. The server needs to be available on the Internet and open to connections from IP address 208.32.7.2 through port TCP 5900.

VPN Clients: For clients that would prefer a VPN connection, it should be noted that only some VPN clients are supported by Edulog, and that requesting that one of the following VPN clients be used could significantly increase support response time—not all support personnel will have access to all sup​ported VPNs so call back time may increase when requiring a VPN connection. Any VPN connection not listed below will be tested for functionality from our network as well as compatibility with other supported clients but not necessarily approved.

· Microsoft VPN

· Cisco VPN

· Aurorean VPN

· Nortel VPN

The following VPN clients are not approved for Internet connections from Edulog because of incompatibility with other approved VPN clients or problems connecting through the Edulog network.

· Secure Remote

· Intel VPN

d.  Web services:   Is this a web application… if so, are there client software downloads or settings that must be set-up or maintained?

If the ASP version is selected, all of the proposed software is a web application. If the district-hosted version is selected, only the GPS/AVL/Student Tracking system and the WebQuery systems are web applications. There are client software downloads that must be set-up—they are fairly minimal, and Edulog will assist the district with the process.

e.      Internet:   web hosting of content or functions; middle-tier or caching requirements; 

If the ASP version of the Edulog system is selected, there are no web hosting requirements for the district.  Please refer to earlier server recommendations for a district-hosted web server. 

f. Back-up:  equipment, capacity, frequency; any requirements for regular back-up and restoration testing.  Our goal is to fully automate necessary data and system software back-ups; with recovery testing by the vendor at the time of initial installation and at the time of major software release updates.

Edulog recommends that all clients the size of the Leon County Schools perform nightly back-ups of system data, and that the client acquire back-up and restore software and hardware to automate this task. Edulog’s support staff will work with the district to define and implement these procedures.

g.      Tech support:  at installation; continuing tech support relating to software updates, patches/fixes, system recovery; user operational support availability… with specified service levels (e.g. responsiveness to user requests, tech support calls…).    This is an important requirement.
Edulog strongly believes that the most effective training is done at the user site using the client’s own hardware, databases, and map files. Our experience has shown that on-site training with real problems and solutions ​greatly enhances user confidence and knowledge.

The initial phase of training consists of Edulog’ staff traveling to the client site for hands-on training of personnel. There are no limitations on the number of people attending the training sessions. Edulog’ policy is to provide enough training to get the system operating.

A few of the topics covered during the training sessions include:

· Review the data created during the geocoding process, including student information and accounting for errors encountered during address matching of the data.

· Review and verify basic transportation data: stops, runs, routes. Loading procedures for the client’s current stops and runs, travel times and distances, student bus load capacities, and safety constraints.

· Review transportation practices by grade level and program.

· Procedure to install the Edulog transportation module on site and to train transportation personnel to manage the operation and to familiarize them with the system.

· Local fine-tuning of transportation information and use of driver directions and report writing capabilities. This includes route creation and coordination and school time simulations.

· Detailed instructions for day-to-day management of the system and use of report writing capabilities.

· Training in optimization techniques. Familiarization with modeling and simulation techniques, and use of interactive graphic tools.

· Intense training and review of the various components for a thorough knowledge and familiarity with the complete approach.

The training covers all aspects of each component including data entry, functional considerations, and program and database maintenance. Detailed procedure manuals will be provided for additional assistance.

The structure of the training sessions, with on-site training for as much as a week followed by several weeks of homework and system usage for the trainees, establishes user confidence and fosters meaningful question and answer periods during follow-up sessions. After the initial training period Edulog maintains a call-in center to answer any questions that may arise during the operation of the system.

Edulog will provide unlimited toll-free 1-800 telephone support to the Leon County Schools. There is no additional fee for either this 1-800 support or unlimited modem support as long as an annual service, license, and maintenance agreement is in effect.

Edulog telephone support center hours are 7 a.m. to 6:30 p.m. mountain time. The average time to respond to support calls is 15 minutes, and 80 percent of the calls can be resolved immediately. Calls that require more than one session usually involve issues which go beyond the actual Edulog application—such as how mapping information contained in the Edulog system can be passed to other GIS applications.

Edulog is committed to maintaining a leading position in providing responsive and effective software, and is fully intent on keeping its technological lead over the competition. Edulog has developed many enhancements to its system—all provided without charge to licensed sites. The typical process for program enhancement begins either with Edulog’s initiative or, more usually, from client suggestions. If Edulog believes that a suggestion for customization would benefit most of the client base, the new feature will be included in the standard Edulog system and will be provided to all users as part of the software maintenance program. Features added to the standard system as maintenance updates have been as varied as a simple change in the screen display to a complete overhaul of a system component.

The following are just a few examples of maintenance enhancements:

· change the format of bus schedule reports;

· add a different format for bus run listings;

· provide bus stop listings in several sort orders;

· print bus timeline reports;

· provide a directory of all geographic areas stored in the system for enrollment analysis;

· retrieve a student from the database by his/her district ID number;

· determine transportation eligibility using three different types of eligibility criteria;

· modify software to define hazardous crossings so that students are assigned to safe bus stops.

The purpose of the software maintenance program is to ensure that Edulog is always in touch with the needs of all its clients, new and old, and that all Edulog installations are in the best operating conditions. Clients are notified of software upgrades through periodical newsletter releases.

The proposed Edulog Service, License, and Maintenance Agreement (contract) with the Leon County Schools provides free of charge for the:

· Correction of any defect in the manuals, forms or programs; 

· Updates of user guides as required to ensure their continued usefulness;

· Assistance by telephone or by mail regarding the use and operation of the system;

· Annual update of the geocode system for additions of up to 15 percent per year of the number of geocode nodes currently in place;

· Upgrades to the software which includes any expansions, modifications, or improvements to the system which relate to the operating performance but do not change the basic function of the software and which are not regularly charged for by Edulog to other clients as options. In the event that additional services (such as additional training or system installation) are required, these services will be charged to the client at Edulog’s current standard time and material costs.

h.      Other recommended technical or technical support considerations…
While GPS-based automatic vehicle location (AVL) technology has been widely available in a variety of industries, there are very few large-scale deployments for student transportation. As the technology has matured for GPS applications specific to school busing, so has awareness of the challenges associated with the continuing requirements for maintenance and support of the GPS hardware itself, as well as the software (a.k.a. firmware) installed on each unit.

This document addresses this critical issue as it directly relates to the viability and success of any school bus GPS project: an issue often overlooked by school districts as they consider large financial investments in this technology.
Learning from the Past

As a pioneer in the area of integrated GPS solutions for student transportation, Edulog has had the opportunity to work closely with a wide variety of GPS hardware vendors offering a broad range of technologies. All GPS vendors are not alike. There are dramatic differences in both the hardware and software components offered by each solution, as well as the ability to support and maintain each system. Edulog has also worked with numerous school districts representing a broad range of GPS needs and requirements. This includes not only client expectations for the system (AVL, student tracking, DVR, MDTs, data transfer rates, software functionality, etc.), but also expectations about the communication platform to be used (radio, cellular, satellite, broadband), the overall cost of the system, and expectations about future enhancements.

Many districts that have purchased GPS solutions in recent years have come to find that the major challenge with the overall system is not getting it installed and working, but rather it is the over​whelming support effort required to keep the system running on an continual basis. There are two primary factors that contribute to this challenge:

· Hardware—the question is not whether some of the GPS hardware purchased will be faulty, it is what the failure rate will be. In some cases, districts are reporting hardware failure rates as high as ten percent or more. The impact of having to routinely pull active buses off the road in order to exchange or repair hardware this frequently is a cost not normally considered.

· Software (Firmware)—as with any type of software installation, the probability of a “perfect” installation is very low. Software is constantly evolving in order to deliver new features and value. As a result, bugs are a reality in any type of installation from any vendor. Firmware on GPS units is no exception. In addition to dealing with bugs, periodic firmware updates and upgrades are desirable (if not required) in order to deliver and maintain a successful system. Unfortunately, most GPS vendors downplay this reality as they do not want to call attention to the additional cost associated with this effort.

It is critical for school districts considering a GPS purchase to ask questions about ongoing main​ten​ance and support. GPS vendors will of course always respond positively about their ability to deliver in this area, so it is especially important to ask the right questions. For example, numerous dis​tricts have found that it is necessary to physically touch each GPS unit whenever any type of firmware up​date or upgrade is required. This leads to dramatically increased costs. Either the district must pay the vendor to perform this work each time it is needed, or else hire a full time employee to manage the on​going maintenance and support effort. There is also the cost associated with having to disrupt regular bus schedules (for every single bus!) each time a firmware adjustment is needed.

Remote Maintenance Capabilities

While there are some exceptions among GPS vendors, the normal hardware failure rate should be very low. Therefore, the majority of problems experienced in a GPS installation are firmware related. When system updates and/or changes are made, it is almost always the firmware (and not the hard​ware) that requires an upgrade. Edulog believes it is of critical importance to be able to manage and perform the entire maintenance and support effort for the GPS firmware remotely through batch processing. The cost of having to manually perform updates unit by unit on-site, one bus at a time, is more than any school district can realistically justify.

Already, there are many districts facing this unexpected reality as they have discovered that manual, unit-by-unit firmware upgrades for their GPS systems are required. In some cases, this limitation is a re​sult of the GPS vendor not having developed the needed software maintenance tools to program and update the firmware “Over the Air” (OTA). However, in other cases the problem is caused by the design of the overall system and/or the communication platform that was selected. For example, districts using cellular communication for their GPS system may have purchased a certain amount of band​width per unit per month, and must concern themselves with the cost of remote OTA firmware programming and updates because it increases the amount of bandwidth required. In such cases it is important that the data transmissions be optimized to avoid additional cellular changes.

A more serious, and permanent, limitation is being experienced by some districts who have chosen to use radio (RF) as the communication platform for their GPS system. By definition, radio com​muni​cation inherently offers much less available bandwidth for data transfer. This physical restriction usually results in reduced overall system value (i.e. less data is available in real time when compared to a cellular system). However, this is a trade off that each district must weigh against the increased cost associated with cellular communication fees.

Edulog offers both RF and cellular GPS solutions. Our role is to educate clients about this trade off, but ultimately the client decides which communication method it is best suited for. As a result of the re​duced bandwidth available through a radio-based system, the ability to perform effective, system-wide OTA firmware programming and updates is also reduced.

At the far extreme of radio-based GPS communication, some districts have chosen to implement a “send-only” RF system where the GPS units forego the standard “handshake” that normally occurs between the radio unit and the receiver and instead operates by constantly sending and resending the GPS data from the bus to the base station. This “fire and forget” RF transmission model maximizes the limited bandwidth available through a radio-based system, but at the same time eliminates the ability to perform any type of polling or OTA programming of unit firmware. Thus, firmware updates in this type of RF system require physical unit-by-unit adjustments, adding a major continuing cost to the project and dramatically reducing the long term viability and value of the system.

The Edulog Difference

While integrated GPS technology will enhance the safety and security of students and provide proven cost savings to school districts, Edulog also recognizes the importance of minimizing the effect of deploying, maintaining, and supporting equipment by district staff. By offering the “right” equipment for this industry we can reduce the cost of ownership to districts. In finding the “right” equipment, Edulog’s established strict selection criteria: (a) rugged units built to meet U.S. military en​viron​mental testing (e.g., shock, vibration, radio interference); (b) equipment from a reputable vendor that’s been tested over time in the school bus industry; (c) and units that can be customized over-the-air to meet school districts’ changing needs and requirements for a period of some years.

Our efforts have led us to a vendor that meets these requirements and offers Edulog a unique back​end device management web site to monitor the health of installed units. On a daily basis we can monitor which units are reporting, their current configuration, and keep an eye on unusual behaviors that might be symptomatic of bigger problems. In addition, this backend system allows us to update configurations and correct potential bugs over-the-air so buses are kept in the field and not in a service bay. In short, by offering reliable hardware and support systems Edulog is minimizing the risk of unexpected maintenance and support costs so districts can maximize their return on investment.
Not all GPS hardware is the same

The GPS devices available on the market come in different types. They range from a simple cell phone to a device mounted on a vehicle dedicated to transmitting GPS data to a central base station. The current discussion will focus on devices of the latter type. In this general category, commercial products fall between two extremes: the simplest kind is a GPS transmitter that captures satellite GPS data and transmits them with minimum processing to the base station whereas the more complex kind is a full-scale on-board computer capable of performing a large amount of computation. The main difference between these two extremes resides in the firmware built by the hardware manufacturer into the device itself. This firmware is best described as the software that manages the internal behavior of the GPS unit itself and defines its overall operational capabilities. At the minimum, the firmware controls how GPS signals and other sensor inputs are received by the hardware and how they are transmitted to the base station. In more sophisticated GPS units however, the firmware is itself a full software application that can be programmed to perform any number of complex tasks (see examples below).

Edulog’s GPS Hardware is an Onboard Computer

Edulog has selected the GPS hardware known as the Location Messaging Unit™ (LMU) manufac​tured by CalAmp as its standard solution. The firmware of the LMU consists of an extensive catalog of functions called the Programmable Event Generator™ (PEG). The LMU is a highly customizable device using the PEG application embedded in the unit’s subsystem. PEG offers 50+ triggers types, 30+ conditions, and 60+ actions. 
Typical PEG scripts offer features such as:

· Low Power Mode (sleep scheduling)

· Reporting intervals

· Output control

· Ignition and input status

· Stop detection

· Stop durations

· Distance traveled

· Geo-fence Entry/Exit

· Time of day, day or week

The PEG serves as a versatile and powerful tool for tailoring the functions and features available in the LMU, enabling each device to monitor its own location, along with vehicular conditions, and pro​actively report event-driven location alerts and messages. Each LMU may have its own individual “profile” specific the business needs of the fleet. For instance, yellow fleets (school buses) might have a specific profile while white fleets (maintenance vehicles) may have a different set of requirements and hence the need for different PEG scripts. Regular education and special needs buses may also have different requirements and hence different PEG scripts. Creating a PEG profile in an LMU unit is just a matter of applying a combination of event triggers, conditions and actions. PEG can be re​programmed over-the-air at any time, allowing devices to proactively report an extensive array of over 1,000 event-driven location alerts and messages. PEG also supports store and forward messaging, guaranteed messaging, and data logging (up to 10,000 items).

Here are some PEG examples that might be used for school bus applications. Keep in mind that no firmware needs to be coded to sup​port PEG. These scripts are crafted and controlled by the server application (EduTracker). The role of the firmware is to allow these on-board tasks to be executed under the control of EduTracker:

Scenario 1: Sleeping Child Check – School Bus

i)
When a bus is stopped (e.g., <3 mph for 60+ seconds);

ii)
And ignition is off (input);

iii) 
At a scheduled location (geo-zone); 

iv) 
If back door arm (or button) hasn’t been engaged (input); 

v) 
Within xxx seconds (timer); 

vi) 
Pulse the horn and dome lights (action) 

vii) 
If with xxx seconds + yyy seconds the input still hasn’t been engaged (input/timer) 

viii) 
Then send an exception message to the EduTracker display (action).

Scenario 2: Stop Arm

i) 
When a bus is stopped (e.g., speed <3 mph)

ii) 
And at a scheduled pick-up location, (geo-zone) 

iii) 
And ignition is on (input) iv) If stop arm hasn’t been engaged in xxx seconds (input/timer) 

v) 
Then send an exception message to the EduTracker display (action) 

Scenario 3: Driver Compliance

i) 
From 2:00-xx p.m. (time of day) 

ii) 
On Mon – Friday (day of week) 

iii) 
If the bus is not in a yard (geo-zone) 

iv) 
And the bus hasn’t been at a pickup in the last xxx minutes (timer, and determined by geo-zone or stop arm input) 

v) 
And the bus hasn’t moved for more than 12 minutes (distance or speed, timer) 

vi) 
Then send an exception message to the EduTracker display (action) 

Scenario 4: Railroad Crossing Compliance 

i)
Download railroad crossings from planned routing data to bus for that day’s bus runs (geo-zone via over-the-air configuration) 

ii) 
When the bus crosses the zone (geo-zone entry event, set in-zone flag) 

iii) 
If flashers are engaged (input) 

iv) 
And bus is stopped (e.g., speed <3 mph) 

v) 
Then don’t send an alert message (clear flag upon zone exit event) 

vi) 
But if both flashers and stop do not occur in this zone, send alert to the EduTracker display (zone exit event, action) 

Scenario 5: Gradual Engine Shutdown 

i) 
When a bus approaches a restricted area – e.g. nuclear power plant, etc. (geo-zone entry event, set in-zone flag)

 ii) 
2 miles away, send level 1 alert to EduTracker display (distance, action) 

iii) 
1 mile away, send level 2 alert to EduTracker display (distance, action) 

iv) 
0.5 mile away, send level 3 alert to EduTracker and begin to limit, via relay, the amount of fuel from the pump to limit speed to 15 mph (distance, action) 

v) 
0.25 miles away, send level 4 alert to EduTracker, shut down fuel pump if below 3 mph; once stopped, automatically open doors so kids can escape quickly (distance, action) 

vi) 
0.1 miles away, send level 5 alert to EduTracker, shut down fuel pump if below 3 mph; once stopped, automatically open doors so kids can escape quickly (distance, action) 

vii) 
200 yards away, assuming fuel pump relay is broken, send level 6 alert message and disable ignition or something else (distance, action).

PEG is a powerful tool that allows customers to support both current and unanticipated requirements. In essence it offers insurance allowing for expanded applications as the market requires more sophisticated solutions.

Benefits of Edulog’s Approach

The ability to use advanced GPS firmware utilizing PEG is a critical ingredient in Edulog’s strategy of delivering the full potential benefits of GPS technology to the school market. EduTracker takes ad​vantage of all the capabilities of the GPS hardware and the software residing on both the server and the on-board computer in each GPS unit. The overall GPS/AVL solution relies heavily on the deep inte​gration between these two software pieces and the intelligent two-way communication and two-way data exchange between the server and the mobile computers embedded in the GPS units. Edulog has developed a sophisticated data gateway (referred to as EduGate) that manages this two-way data com​munication. Some specific benefits of Edulog’s approach are the following. 

a)
Efficient use of the communication bandwidth. With the ability of controlling the operational be​havior of the onboard GPS units, for example in terms of transmission rates, EduTracker can optimize the amount of data transmitted over the air, especially in case when the cellular trans​missions of the overall fleet can be pooled together. The transmission rates can be accelerated when needed or re​duced as desired, so that any budget for data transmission can be managed. This ability has a direct impact on the cost of operation (cost of ownership) of the GPS solution to the school district. 

b)
Efficient use of the server processing resources. AVL tracking is a resource intensive applica​tion on the server. For example, verifying in real-time that no bus has missed any railroad cross​ing is an ex​tremely costly operation if processed on the server: for any GPS report of bus motion at a location lat-long, it is necessary to check that the location is not a railroad crossing (there is an exponential ex​plosion of computer calculations to constantly perform this check). An implementation of such a task as a server task will be a huge performance hit to the server. However, with the ability of distributing this task to the GPS unit through PEG, the check can be performed as in Scenario 4 above because the processing cost is cut down to a very feasible com​putation when distributed to the data of a single vehicle. 

c) 
The above example is an example of a general approach that allows the performance of the over​all Edulog solution to be fine-tuned and optimized, as the system evolves and gains complexity over the years. Instead of exclusively depending on the server’s processing power, it is possible for Edulog’s system designers to use various levels of “on-board tracking” to achieve a better balance of processing resources between the server and all the on-board com​puters using a decentralized process​ing model. 

d) 
Another example is the Edulog MDT (mobile data terminal, which is an in-vehicle screen ca​pable of displaying and accepting transportation and student data). This solution is highly de​pendent on two-way messaging between the MDT and the GPS unit. 

e) 
By separating EduTracker from a direct interface with the hardware, and by managing all hard​ware-related functions through the PEG firmware, it becomes much more feasible to Edulog to envision and design future capabilities of EduTracker without concern about the usual hardware limi​tations. New sensor inputs, additional values, new communication protocols, etc. will be inte​grated through PEG and the actual interface with EduTracker will not require any funda​mental corrections. In other words, the use of PEG positions EduTracker on the most effective path for system evolution and growth. 

Analogy to Database Development Decisions

Edulog’s product development strategy with GPS is analogous to the more standard design situation when a decision is needed about data access. As data is needed for input to an application, the very basic question is: How will this data be accessed by the application? There are two very basic options: 

a) 
Data can be provided as data files, namely as tables with records and fields defined to the application (e.g. text files, comma delineated, etc.). The application in this case reads (or writes) the data directly from the files and performs any manipulation of the data itself, using data as raw input. 

b) 
Data can be provided as a database (e.g. MS SQL). This database contains all the data elements defined in the data files of the previous option, but the database also provide a wealth of data services (validation, relations, program triggers, etc.) that go far beyond what is available in simple data files. The interaction of the application with the database is not with raw data, but through an interface of function requests to and from the database. This interaction is more in the form of messages sent and received by the application and the database, which operates as an application itself. The application relies on the database to perform a number of tasks in a much more effective and efficient way than if it tries to do it on its own with a simple data file. It is the common software engineering consensus nowadays that option a) is an obsolete way of per​forming software development and option b) is the only justifiable choice. The benefits to the approach are well known: code efficiency, domain expertise, flexibility of system evolution, re​source optimization, etc.

The analogy applies to the GPS discussion in the sense that option a) is equivalent to the decision of developing a GPS tracking application based on direct data manipulation and processing (using the GPS transmitter hardware approach). Option b) is the use of a powerful GPS firmware capable of providing data but also a number of services that allow for system efficiency, optimization, flexibility, etc., namely the similar goals to what a database brings to a system development. The integration between EduTracker and PEG is very similar to the type of interface that exists between an applica​tion and a database such as Oracle, or MS SQL, etc. PEG is available to EduTracker in a complete development environment where all communications between the two software systems are managed by a full-featured messaging system (LMDirect). The following paragraphs are taken from the intro​duction in the development manual of the interface to PEG, called LMDirect:
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